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Abstract

The proliferation and affordability of webcams and other smart
sensors have created opportunities for novel sensor-enriched Inter-
net services, which combine traditional data sources with informa-
tion collected from live sensor feeds. This paper describes the de-
sign, architecture, and implementation of IrisNet, the first general-
purpose software infrastructure tailored to the unique demands of
worldwide sensing services. IrisNet provides service authors with a
very high-level abstraction of the underlying system, to ease author-
ing of new services. For scalability and decreased bandwidth con-
sumption, IrisNet pushes both sensor feed processing and queries
close to the sensor nodes. IrisNet provides distributed query pro-
cessing, data partitioning, caching, load balancing, and replication
schemes optimized for sensor-enriched Internet services. This pa-
per reports on experiments with a working IrisNet prototype run-
ning two example services that demonstrate the effectiveness of
IrisNet’s features in achieving scalability and reducing query re-
sponse times.

1 Introduction

The availability of low-cost sensing hardware, such as
CCDs, microphones, infrared detectors, RFID tags, and ac-
celerometers, has improved dramatically over the past sev-
eral years. Devices that monitor the physical world can now
be deployed pervasively on a global scale. Together with
the accelerated trend toward ubiquitous Internet connectiv-
ity, the opportunity exists for Internet services that combine
traditional data sources with information derived from a rich
collection of live sensor feeds. Examples of such sensor-
enriched services include: a Parking Space Finder service,
for directing drivers to available parking spots near their des-
tination; a Bus Alert service, for notifying a user when to
head to the bus stop; Waiting Time Monitors, for reporting
on the queuing delays at post offices, food courts, etc.; a Lost
and Found service, for tracking down lost objects; and a Per-
son Finder service, for locating your colleagues or monitor-
ing your children playing in the neighborhood.
Sensor-enriched services often require the processing of
live feeds from high-bit-rate, distributed data sources, and
the support for rich expressive queries over these data
sources. Unfortunately, there are no effective tools today for
querying a large-scale, widely-distributed collection of live
sensor feeds and extracting the information needed for such
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services. The current state of Internet services falls far short
of providing this functionality. Users are limited to only
viewing isolated live webcam feeds (e.g., Panda cam, Traf-
fic cams), querying real-time single-source numerical data
feeds (e.g., stock market tickers), querying days-old crawled
data as a single queriable unit (e.g., Google), and partici-
pating in real-time peer-to-peer file sharing (e.g., FastTrack,
Gnutella). This lack of a suitable infrastructure makes au-
thoring and deploying sensor-enriched services an onerous
task, as each service author needs to address all aspects of
sensor feed processing, distributed query processing, sens-
ing device deployment, load balancing, fault tolerance, etc.

In this paper, we describe the design, architecture, and
implementation of IrisNet, a software infrastructure for en-
abling sensor-enriched services. IrisNet is the first general-
purpose shared infrastructure tailored for developing and de-
ploying new sensor-enriched Internet services. IrisNet is de-
signed to address the unique demands of worldwide sensing
services, arising from the following prototypical data source
and query characteristics:

e Data source characteristics: widely distributed, nu-
merical and multimedia data, frequent data updates.

e Query characteristics: hierarchically-scoped queries,
soft real-time responses, queries over current data and
summarized historical trends, queries involving both
dynamic sensor data and more static attribute data.

As an illustration of these characteristics, consider the afore-
mentioned Parking Space Finder service. The service re-
quires cameras or other sensors dispersed throughout a
metropolitan area. The queries are geographically scoped
around the user’s destination, and may request the cheapest
available spot near that destination (price is a static attribute).
The current up-to-date data are the most relevant, but long
term availability trends may be exploited (e.g., street park-
ing begins to open up at 5 pm).

There are three key features of IrisNet that address the de-
mands and challenges in authoring and deploying scalable,
sensor-enriched Internet services:

Handling rich data sources. IrisNet provides a means for
handling rich, high-bit-rate data sources such as video or au-
dio streams. For scalability, IrisNet processes sensor feeds
at or near the source. Because the processing is done locally,



network bandwidth consumption is dramatically reduced and
the system scales with the number of sensor nodes. At each
sensor node, an IrisNet code module, called a sensing agent
(SA), provides a common runtime environment for services
to share the node’s sensor feed(s). Service authors upload to
the SAs service-specific senselets, binary code fragments for
extracting the useful information from the sensor feed (e.g.,
parking space availability from a webcam overlooking street
parking).

Distributed query processing. IrisNet provides a dis-
tributed database for each service, with efficient distributed
query processing. As with the sensor feed processing, the
goal is to push the query processing to the data, for increased
parallelism and so that only the query answer (not the raw
data) is transferred on the network. IrisNet provides query
routing, caching, load balancing, and replication schemes
tailored to the unique query characteristics discussed above.

Ease of service authorship. IrisNet provides service au-
thors with a very high-level abstraction of the underlying
system. IrisNet explores the extent to which a minimal ser-
vice specification suffices. At its simplest, a service author
writes only a browser front end, a senselet, and an XML
database schema for the service. IrisNet derives from these
inputs all that is needed to run a scalable sensor-enriched In-
ternet service.

We have built a working prototype of IrisNet, and stud-
ied its performance. A number of services are being de-
veloped on IrisNet, by users beyond the IrisNet develop-
ers. In this paper, we focus on two prototype services from
widely different domains: a Parking Space Finder (PSF)
service and a Network and Host Monitoring (NHM) ser-
vice. We also discuss initial efforts to address privacy con-
cerns in sensor-enriched services, through a novel scheme
for privacy-protecting image processing. To our knowledge,
there is no prior published work on automated techniques to
hide identity in images.

Enabling sensor-enriched Internet services is a rich area of
exploration. In this paper, we focus on fixed-location sensors
attached to powered sensor nodes, with queries posed using
a standard XML query processing language. There is a large
body of literature [14, 12, 5, 15, 24, 22, 26, 28, 29] on ad
hoc networked collections of severely resource-constrained
sensor motes (smart dust), deployed in a localized area (a
mote cloud). IrisNet can be viewed as complementary to this
work, and in fact, IrisNet is useful as a means of connecting
up a worldwide collection of mote clouds.

In the following sections, we describe the high-level ab-
straction IrisNet provides for service authors (Section 2),
give an overview of the IrisNet architecture (Section 3), de-
scribe the distributed query processing functionality IrisNet
provides to all services (Section 4), and then give details
of IrisNet’s approach to processing rich data sources (Sec-
tion 5). Next, we provide descriptions of two diverse pro-
totype services (Section 6), and detailed measurements of
IrisNet’s performance on these services (Section 7). Finally,

we place IrisNet in the context of related work (Section 8)
and present conclusions (Section 9).

2 Authoring a Service

A key goal in IrisNet is to greatly simplify the task of au-
thoring a sensor-enriched Internet service. A typical author
needs to write only the following:

e Code that processes a sensor feed and outputs the de-
sired information in a self-describing format (e.g., code
that takes a video feed as input and outputs a list
of empty/full parking spots in XML format), called a
senselet;

e A database schema that describes and organizes the col-
lected sensor readings (e.g., a schema that describes the
characteristics of a parking spot, including its hierarchi-
cal, geographic location); and

o A user-friendly browser front end that converts user in-
put into queries upon the service database.

Note that the author is not burdened with the details of col-
lecting the sensor readings, processing queries on the widely
distributed data, scaling the service to the wide area, enforc-
ing the appropriate privacy policies, protecting the services
from failures and attacks, etc.

A centralized, database-centric view. IrisNet is the first
system to explore the extent to which most of a service’s
specification can be derived from its database schema. More-
over, IrisNet allows the service author to have a simple, cen-
tralized view of its database. A service author defines and
initializes a single (centralized) XML database (in XML par-
lance, an XML document) for the service, to hold both highly
dynamic, sensor-derived data and relatively static, descrip-
tive meta data. We use XML for two reasons: self-describing
tags and hierarchy. We envision that services will need a het-
erogeneous and evolving set of data types, aggregate fields,
etc. that are best captured using self-describing tags. Fur-
thermore, it seems natural to organize the data hierachically
based on geographic/political boundaries (at least at higher
levels of the hierarchy), because each sensor device takes
readings from a particular physical location. The XML doc-
ument for the service defines a way of organizing the data
hierarchically that is well-suited to the service.! As detailed
below, the service author provides hints to IrisNet through
the use of certain conventions in the schema. The logical
hierarchy and the conventions are essential to IrisNet’s scal-
ability since they are used to dynamically distribute the doc-
ument.

'Note that IrisNet works with arbitrary hierarchies. In fact, multiple hi-
erarchies can be defined over the same data using XML’s IDREF feature,
but for simplicity in this paper, the XML document can be viewed as defin-
ing a single hierarchy (i.e., a tree). In terms of system performance, each
hierarchy will serve the same role as a database index or an overlay tree
network, in making queries that match the hierarchy more efficient.



/usRegion[ @id="NE’]/state[ @id="NY’]/city[ @id="New York’]/neighborhood
[@id="Soho’ OR @id="Tribeca’]|/block/parkingSpace[available="yes’]

Figure 1: A simple XPATH query requesting all available
parking spaces in Soho or Tribeca

The queries generated by the front end view the database
as centralized. We use the XPATH query language, because
it is the most-widely used query language for XML, has good
query processing support, and supports a rich set of query
predicates. Figure 1 gives a simple example of an XPATH
query on a hierarchical schema for parking spaces consisting
of usRegion, state, city, neighborhood, block, and
parkingSpace. Predicates at each level of the hierarchy are
given in square brackets. This query requests all available
parking spaces in two neighborhoods in New York.

Senselets. Each senselet the service author writes converts
a live sensor feed into updates to the sensor database, which
again is viewed as centralized. To allow maximum flexibil-
ity, senselets can be any Linux binary. For efficiency of sen-
sor feed processing, however, we encourage authors to use
our specialized sensor feed processing libraries (Section 5)
when writing senselets. Similarly, to minimize the demands
on the network, we encourage authors to aggressively filter
high-bit-rate sensor feeds down to a smaller amount of de-
rived data (such as a list of all available parking spots).

Resource discovery. In order to create a service, IrisNet
must select a number of sensor devices to provide input data
and a number of hosts to store the service database. IrisNet
requires that service authors specify the important properties
of the desired sensor feeds within the leaf nodes of their re-
spective database schemas. Currently, sensor feeds are spec-
ified by unique IDs in the leaf nodes of the database schema.
Extensions to a content-based sensor description, leveraging
recent network service location research [6, 19, 39], are be-
yond the scope of this paper. As for database hosts, IrisNet
typically selects a host that is relatively near the source of the
sensor data (to minimize network overhead) and that has rel-
atively low load (to reduce query processing latency). How-
ever, the service author can provide hints within the database
schema to guide this selection.

The above description highlights the simple tasks that ser-
vice authors need to perform to create a service using Iris-
Net. In the following sections, we describe the details of
how IrisNet uses the information provided by the author to
perform the tasks of query processing, indexing, networking,
caching, load balancing, and resource sharing.

3 A Two-Tier Architecture

The IrisNet architecture is implemented using common off-
the-shelf hardware and operating systems in combination
with our custom user-level software. IrisNet uses a two-tier
architecture, comprised of two different types of software
modules, sensing agents (SAs) and organizing agents (OAs),
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Figure 2: IrisNet Architecture

as depicted in Figure 2. All modules execute on PC-class,
Internet-connected hosts.2 We discuss each tier in turn.

SA Architecture. Each SA host is directly connected to one
or more sensing devices. The types of devices can range
from webcams and microphones to motion detectors and
pressure gauges. An SA running on the host provides a com-
mon runtime environment for services to share the host’s
sensor feed(s). The total collection of SAs create a sensor
feed infrastructure that is shared by all services. An SA may
transmit data to many OAs for the same or different services
(Figure 2).

As discussed in Section 2, service authors write senselets
that perform service-specific processing and filtering of sen-
sor feeds. SAs passively await senselets, which are uploaded
by the OAs. Multiple senselets can run within the same SA
environment on a host; this facilitates work sharing (see Sec-
tion 5).

OA Architecture. OAs are organized into groups, one group
per service. A group of OAs creates the distributed database
and query processing infrastructure for a specific service
(such as the Parking Space Finder service or the Person
Finder service in Figure 2). Each OA participates in one
sensor-enriched service (a single physical machine may host
multiple OAs). Each OA has a local database for storing
sensor-derived data; these local databases combine to con-
stitute an overall service database. Using multiple OAs, i.e.,
essentially using a distributed database, is necessary to sup-
port the high update rates that may result from sensor read-
ings. Using separate OA groups allows each service author
to tailor the database schema to the service, and to facilitate
service-workload-specific caching and load balancing.

In this paper, we consider environments in which SA and
OA hosts are deployed by a small collection of trusted en-
tities similar to ISPs. However, the IrisNet architecture can
accommodate other deployment types as well.

2We refer to the software modules as the SA and OA, and refer to the
physical machines as the SA host and OA host.



4 Distributed Query Processing

Recall from Section 2 that IrisNet provides service authors
with a very high-level abstraction of the underlying sys-
tem, in which the XML database is completely centralized.
In this section, we describe how IrisNet takes a service’s
XML document and creates a distributed service database,
which supports updates by the service’s senselets and an-
swers queries generated by the service’s front end. Al-
though distributed databases are a well-studied topic (e.g.,
[37, 18, 35, 7, 25, 8, 10, 32]), no work prior to ours shows
how to dynamically distribute an XML document or how to
perform query processing over a distributed XML document.

4.1 Distributing the Database

In order to adapt to query and update workloads, IrisNet can
dynamically partition the sensor database among a collection
of OAs. The database schema provided by the service author
includes special id attributes, whose value is a short name
that makes sense to include in a user query (e.g., New York).
These attributes define potential split points for partitioning
the database, i.e., the minimum granularity for a partitioned
unit. Unlike approaches with a fixed granularity (e.g., a file
block), the granularity can vary widely within the same ser-
vice database. IrisNet permits an OA to own any subset of
the nodes in the hierarchy (including non-contiguous sub-
sets), as long as ownership transitions occur at split points
and all nodes are owned by exactly one OA. (OAs can also
cache/replicate data owned by other OAs, as discussed be-
low.) We envision that service authors will liberally include
id attributes in their schema, to give IrisNet maximal flex-
ibility in partitioning, while IrisNet will typically partition
the document into far fewer actual partitions.

Global naming is achieved by requiring that (1) the id
of a split node is unique among its siblings with the same
parent (e.g., there can be only one city whose id is New
York among the NY state node’s children), and (2) the par-
ent of a non-root split node is also a split node. Thus,
the sequence of node names and ids on the path from the
root uniquely identifies a split node. An important feature
of our design is that because the values of id attributes
make sense in XML queries, we can extract any global
name we need directly from the query itself! From the
query in Figure 1, for example, we can extract the global
name city-NewYork.state-NY.usRegion-NE for the
New York node by concatenating the name and 1D pairs from
the query. We are not aware of any previous global naming
scheme that leverages XML query languages in this manner.

Each OA registers with DNS [31] each split node that it
owns, where the registered name is the split node’s global
name appended with the name of the service and our domain
name. DNS provides a simple way for any node to contact
the owner of a particular split node of the database. It is
the only mapping from the logical hierarchy to physical IP
addresses in the system, enabling considerable flexibility in

/usRegion[ @id="NE’]/state[ @id="NY’]/city[ @id="New York’]
/neighborhood[ @id="Soho’]/block[ @id="1" OR @id="3"]
/parkingSpace[available="yes’]

Web Server NE, NY, NewYork

) . Tribeca

.

°
Block 1 Block2 Block 3 Block 1

@ Physical Machine . Web Server
- Hierarchy

Message

Figure 3: Top: An XPATH query. Bottom: A mapping of
logical nodes to seven machines, and the messages sent to
answer the query (numbers depict their relative order).

mapping nodes in the document to OAs, and OAs to phys-
ical machines. This permits the system to scale to as many
machines as needed, each operating in parallel, in order to
support large data volumes and high update frequencies. In
IrisNet, an OA keeps track of both the computational load
on its host machine and the frequency of queries (and of up-
dates, if it is a leaf OA) directed to each split node it owns.
An overloaded OA splits off part of the document it owns to
a lightly loaded machine (found using the resource discovery
mechanism outlined in Section 2). Conversely, a very lightly
loaded OA is collapsed into its parent. This simple policy
targets reasonable response times, not optimal load balance,
and more sophisticated load balancing policies could be used
instead (e.g., [33, 17, 16]). Ownership changes are done on-
the-fly by exploiting our replication mechanism (Section 4.4)
during the transition.

4.2 Answering Queries

Due to our dynamic partitioning, providing fast and correct
answers to user queries is quite challenging. The goals are
to route queries directly to the nodes of interest to the query,
to take full advantage of the data stored at each OA visited,
and to pass data between OAs only as needed. We show how
IrisNet addresses each of these goals.

An XPATH query selects data from a set of nodes in the
hierarchy. In IrisNet, the query is routed directly to the low-
est common ancestor (LCA) of the nodes potentially selected
by the query. IrisNet uses a simple parser to scan the query
for its maximal sequence of id-only predicates (e.g., up to
the New York node for the query in Figure 1). This con-
stitutes a non-branching path from the root of the hierarchy
to the node, such that the query answer will come from the
subtree rooted at that node. In the common case where the
id-only chain ends at the place where the query no longer
selects just a single path, the node is the desired LCA for
that query. In Figure 1, for example, the New York node is
the LCA because the query selects from two of the node’s



children (Soho and Tribeca). The simple parser constructs
the DNS name for the node (as detailed above), performs
a DNS lookup to get the IP address of the machine host-
ing the New York node, and routes the query to the OA.
We call this the starting point OA for the query. The key
point is that for an arbitrary XPATH query posed anywhere in
the Internet, IrisNet can determine where to route the query
with just a DNS lookup: no global or per-service state at the
web server is needed to produce the DNS name of the LCA.
Also, the root of the hierarchy is not a bottleneck, because
queries are routed directly to the LCA, which, for the typical
hierarchically-scoped query, is far down in the hierarchy.

Upon receiving a query, the starting point OA queries its
portion of the overall XML document and evaluates the re-
sult. However, for many queries, a single OA may not have
enough of the document to respond to the query. The OA de-
termines which part of a user’s query can be answered from
the local document (discussed below) and where to gather
the missing parts (extracting the needed global names from
the document). The OA looks up the IP addresses of the
other OAs to contact and sends subqueries to them. These
OAs may, in turn, perform a similar gathering task. Finally,
the starting point OA collects the different responses and the
combined result is sent back to the user. For the example
in Figure 3, the Soho OA receives the query from the web
server, sends subqueries to the Block 1 and Block 3 OAs,
who each return a list of available parking spaces, to be com-
bined at the Soho OA and returned to the user.’

While the above recursive process is straightforward at a
high level, the actual details of getting it to work are rather
complicated. The crux of the problem is to determine which
part of an XPATH query answer can be extracted from the
OA’s local document (a fragment of the overall service doc-
ument). Simply posing the query to the XML database will
not work because the fragment may be missing nodes in
the document that are part of the answer or fields in the
document that are needed to correctly evaluate a predicate.
In short, existing query processors are not designed to pro-
vide negative information about missing parts of an answer.
Our solution to this problem is to tag the nodes in a frag-
ment with status information that indicates various degrees
of completeness and to maintain tagging/partitioning invari-
ants (such as partitioning only at split points). Then, we con-
vert the XPATH query into an XSLT program that walks the
OA’s XML document tree and handles the various tags ap-
propriately. Complete details on the approach appear in [1].

4.3 Caching and Data Consistency

Like many other distributed services, it is obvious that there
will be a great deal of locality in the user requests to a sensor-
enriched service. For example, in a PSF service, there are

3This is a simple example in which the children of the Soho node reside
on different machines, but in general, a subquery may be sent to any descen-
dant in the hierarchy, or even a descendant of an ancestor, depending on the
query and how the document is fragmented.

likely to be many more queries about downtown parking than
rural/suburban parking, as well as spikes in requests for near
the stadium on game day. To take advantage of such patterns,
OAs may cache data from any query gathering task that they
perform. Subsequent queries may use this cached data, even
if the new query is not an exact match for the original query.
During the gathering task, IrisNet generates subqueries that
fetch partitionable units; in this way, its query processing
mechanisms (described above) work for arbitrary combina-
tions of owned and cached data.

Due to delays in the network and the use of cached data,
answers returned to users may not reflect the most recent
data. A query may specify consistency criteria indicating
its tolerance for stale data. For example, a PSF service can
specify a decreasing tolerance for stale data as a user ap-
proaches her destination. We store timestamps along with
the cached data, indicating when the data was created, so
that an XPATH query specifying a tolerance is automatically
routed to the data of appropriate freshness.

4.4 Fault Tolerance and Replication

While a hierarchical database organization enables the scal-
able processing of rich queries, it is more susceptible to fail-
ures. For example, the failures of nodes high up in the hierar-
chy can cause significant portions of the database to become
unavailable. Other hierarchical systems, such as DNS [31],
rely on replication to tolerate such failures. However, DNS
relication is relatively simple since DNS records are rarely
updated. Unfortunately, sensor readings change frequently
making replication more difficult in IrisNet.

IrisNet achieves fault tolerance through two mechanisms.
First, queries are first sent to the LCA OA, and hence fail-
ure of the OAs containing nodes above the LCA node in
the hierarchy does not affect the query processing. Second,
IrisNet replicates nodes in the logical hierarchy on multiple
OAs. This replication requires us to relax the restriction that
there be a single owner for each node in the hierarchy. We
call these multiple owners primary replicas. All data on the
primary replicas must be kept strongly mutually consistent.
When the DNS name for a node is resolved, it returns the
addresses of all primary replicas. Typically, primary repli-
cas are assigned to nodes that are optimal in placement. For
example, a leaf node primary replica is likely to be near its
associated SAs.

IrisNet also uses secondary replicas. Secondary replicas
only maintain a weakly consistent copy of the data corre-
sponding to the node. Secondary replicas are often placed
far from the primary replicas to avoid of simultaneous fail-
ures of these hosts. We store the location of these secondary
replicas separately from the primary replicas by using an al-
ternative trailing domain name. Querying this alternate name
retrieves the address of all primary and secondary replicas
for the node. One other important distinction is that the DNS
records for the alternate name are given a TTL of O while
those for the normal name are given a TTL of 10 minutes.
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Figure 4: Execution environment in sensor host

The low TTL for the alternate DNS records ensures that an
up-to-date list of replicas is retrieved during the critical peri-
ods when the secondary replicas are used.

When a host attempts to route a query to an OA, it may
fail in a number of ways: the TCP connection setup may fail,
the query may timeout, the contacted host may no longer be
responsible for the node, etc. Upon any failure, the host re-
issues the query to the next primary replica. If all primary
replicas fail, the host performs a DNS lookup on the alter-
nate node name and queries any newly discovered replicas
in a similar fashion. The current IrisNet prototype does not
spawn new replicas when a failure is detected.

S Handling Rich Data Sources

Because rich sensor feeds such as video streams and au-
dio streams are potentially high-bit-rate, IrisNet faces a fun-
damental scaling challenge: how to make numerous dis-
tributed, rich sensor feeds available to users while minimiz-
ing the use of network bandwidth. As we state in the intro-
duction, central to the IrisNet architecture is the aggressive
filtering of raw data sources at the node where the data orig-
inate, to achieve drastic bandwidth savings in their transmis-
sion across the network. In this section, we describe in detail
how IrisNet accomplishes this filtering efficiently.

5.1 Senselets: Service-Specific Filtering

IrisNet exploits the observation that service-specific filter-
ing of sensor feeds yields the greatest reduction in their data
rates. For example, a PSF service may use a 10 frame-per-
second (fps) video stream from a camera pointed at a parking
lot as its input, but the service need only know which parking
spaces are full and which are empty. Running filtering code
tailored to the PSF service on the host to which the camera
is attached will reduce the sensor feed from a stream of 10
fps video to a series of vectors of { full, empty } bits, one
per parking space.

IrisNet’s senselets perform service-specific filtering. The
IrisNet execution environment on sensor hosts provides sen-
sor feed processing libraries with well-known APIs to be
used by senselets. We expect typical senselets to be se-
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Figure 5: Computation flows for two senselets. The com-
plete graph is shown for the video frame at time 12. A few
computation results for previous frames are also shown.

quences and compositions of these well-known library calls,
such that the bulk of the computation conducted by a sense-
let occurs inside the processing libraries. Note that we do not
require that a senselet use these libraries; they are merely a
convenience to authors, in that they represent a predictable
development platform. Using well-known library calls plays
arole in efficient sharing of CPU resources by distinct sense-
lets, however, as discussed in Section 5.2.

Figure 4 shows the execution environment in an IrisNet
sensor host. A sensor host receives one or more raw sen-
sor feeds from directly attached sensors. One instance of the
IrisNet (SA), the code that manages filtering of sensor feeds,
runs on each sensor host as a root-privileged, user-level pro-
cess. Each senselet runs as a separate user-level process.

One circular shared-memory buffer for each locally at-
tached sensor is mapped into the address spaces of all sense-
lets. Raw sensed data are periodically written into this shared
memory, so that all senselets may read them without incur-
ring a memory-to-memory copy. We discuss the data sharing
model for senselets in more detail in Section 5.2.

A typical senselet is written in a way to achieve soft real-
time behavior: the senselet uses periodic deadlines for com-
pleting computations, but associates a slack time, or toler-
ance for error, with these deadlines. A senselet periodi-
cally reads a sensor feed from shared memory, processes it,
sends output information to an OA, and sleeps until the next
deadline. Senselets dynamically adapt their sleep times un-
der varying CPU load to target finishing their next round of
processing within the window defined by the next deadline,
plus-or-minus the slack time.

5.2 Cross-Senselet Sharing

One sensor feed may be of interest to multiple different Iris-
Net services: e.g., a video feed in a particular location may
be used in one service to monitor parking spaces, and in an-
other to track passersby in the same visual field. To make
sensor feeds maximally available to users of heterogeneous
services, IrisNet must support sharing of sensor feeds among



multiple senselets. We expect image processing primitives
(e.g., color-to-gray conversion, noise reduction, edge detec-
tion, efc.) to be reused heavily across senselets working
on the same video stream. If multiple senselets perform
very similar jobs (e.g., tracking different objects), most of
their processing would overlap. For example, many image
processing algorithms for object detection and tracking use
background subtraction. Multiple senselets using such algo-
rithms need to continuously maintain a statistical model of
the same background [13].

Consider the two senselets whose computation graphs are
shown in Figure 5. Senselet 1 finds images of cars in a video
stream, while senselet 2 finds images of human faces in the
same video stream. Note the bifurcation at time 12, step (b)
between senselets 1 and 2; their first two image processing
steps, “Reduce Noise” and “Find Contour,” are identical, and
computed over the same raw input video frame.

We wish to enable senselets like the pair shown in Fig-
ure 5 to cooperate with one another. In the figure, one sense-
let could share its intermediate results (marked as (a) and
(b)) with the other, and thus eliminate the computation and
storage of redundant results by the other.

Each senselet owns a shared-memory region where it has
read and write permissions, and has read-only access to other
senselets’ shared-memory regions. These mappings are en-
forced by the SA. IrisNet stores senselets’ intermediate re-
sults in shared memory at run time. This technique is quite
similar in spirit to the memoization done by optimizing com-
pilers, where the result of an expensive computation is stored
in memory for re-use later, without repetition of the same
computation. One key difference between results sharing in
IrisNet and traditional memoization is that IrisNet shares in-
termediate results between senselets, whereas memoization
shares intermediate results between exactly matching func-
tion calls within a single running executable. Two differ-
ent senselet binaries may overlap in only a portion of their
computation, and results should only be reused if they were
computed using identical functions on identical input data.
Moreover, senselets are soft real-time processes that act on
time series, and may not be willing to use pre-computed re-
sults derived from stale raw data.

If a senselet’s author uses the libraries for sensor feed pro-
cessing provided by the IrisNet infrastructure, most of that
senselet’s time will be spent within these libraries’ functions.
IrisNet uses names of sensor feed processing API calls to
identify commonality in execution. Senselets name interme-
diate results using their lineage, which is a hashed encod-
ing of the entire sequence of library function calls along the
path from an original sensor feed to a result in the compu-
tation graph. This encoding preserves the ordering on non-
commutative function calls. The libraries implement results
sharing.* Each library function begins by looking for a previ-

“TrisNet provides a parallel, non-shared API to the sensor feed process-
ing libraries. If a senselet wishes not to share its results with others, it uses
this API rather than the standard API, and allocates storage on the heap
rather than in shared memory.

ously computed intermediate result of the appropriate name
in shared memory. If the result is found, and is timestamped
within the requesting senselet’s expressed tolerance for stale
results (slack), it’s returned from shared memory, and the
computation is saved. Otherwise, the library performs the
computation, and the result is stored under the appropriate
name in shared memory for others to use.

Note that the senselet author need not explicitly refer to
the shared store of intermediate results to reap the efficiency
benefit of sharing. Rather, the sensor feed processing li-
braries used by senselets hide this complexity from the au-
thor, and do the work transparently.

Two factors most significantly affect the degree of in-
creased computational efficiency offered by intermediate re-
sults sharing: the size of the shared memory in which results
are stored, and the tolerance of senselets for stale results.
We measure their performance implications experimentally
in Section 7.1.

5.3 Privacy-Protecting Image Processing

Monitoring of human activities raises privacy concerns.
Video streams from cameras in public places will often con-
tain human faces, automobiles’ license plates, and other data
that can be used to identify a person. As an infrastructure to
ease deployment of sensor services, IrisNet as described thus
far makes raw sensed data equally available to all senselets.
A senselet for a PSF service digests a video stream of a park-
ing lot into an anonymous vector of empty and full parking
spaces. But an ill-behaved senselet could extract the iden-
tities of people who appear in the same video stream, and
thus violate their privacy. Ensuring, with full generality, that
a video stream cannot be used to compromise the privacy of
any individual is out-of-scope for our work on IrisNet. Nev-
ertheless, we believe that IrisNet must provide a framework
for helping to limit the ability of senselets to misuse video
streams for unauthorized surveillance.

Toward that end, we have implemented privacy-protecting
image processing for IrisNet, in which we use image pro-
cessing techniques to anonymize a video stream. Our proto-
type uses a face detector algorithm to identify the boundaries
of human faces in an image, and replaces these regions with
black rectangles. Identifying people in the anonymized im-
age is significantly more difficult.

Figure 6 shows the architecture of the IrisNet SA aug-
mented to support privacy-protecting image processing.
Here, IrisNet offers raw video data to trusted senselets and
anonymized video data to untrusted senselets. The privacy
filter anonymizes the raw video stream and makes the re-
sult available to untrusted senselets. Senselet authors cryp-
tographically sign senselets, and SAs classify them into one
of these two categories according to the (verified) identity of
the author. Note that there are separate shared memories for
the two senselet classes; intermediate result sharing is done
as before, but only among senselets in the same class.
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If the privacy filter and untrusted senselets are free-
running, the resulting allocation of CPU among them under
naive multiprogramming may be inefficient. For example, if
the privacy filter produces 10 frames per second of video,
but the untrusted senselets only can process 5 frames per
second of video, the privacy filter wastes half the CPU it
consumes—and these cycles might have been used by the
untrusted senselets instead to increase their output frame
rates. We observe that there are thus two goals for the
scheduling of the privacy filter and untrusted senselets: max-
imizing the output frame rate of the untrusted senselets (the
“useful work” done by the system), and eliminating wasted
work by the privacy filter.

To realize these two goals, we implement a simple flow-
control system between the privacy filter and untrusted
senselets as follows. The privacy filter timestamps each
video frame it produces, and marks the frame as unused.
Any untrusted senselet that reads a frame marks that frame
as used. An untrusted senselet requests a video frame by
specifying the oldest timestamp value it can accept. It re-
trieves the newest used frame newer than that timestamp. If
no newer frame has been used yet, the newest unused frame
is retrieved. When no newer frame is available, an untrusted
senselet sets the used bit on the newest frame, but cedes
the CPU until a sufficiently new anonymized frame is pro-
duced by the privacy filter. This preference for retrieving
previously used frames reduces the aggregate frame rate re-
quested by the set of untrusted senselets by increasing shar-
ing of frames, within their frame freshness constraints. The
privacy filter monitors the number of unused frames in its
output buffer. It only generates a new frame when there are
no unused frames in the output buffer. In this way, we can
ensure that the privacy filter produces frames at a rate no
greater than the rate the fastest senselet consumes them.

5.4 Protected Execution

Running senselets at sensor hosts is fraught with safety con-
cerns. Buggy or malicious senselets may consume excessive
resources on a sensor host, or may even exploit security vul-
nerabilities in the sensor host OS, and thus compromise the
sensor host. Such safety concerns are far from new. Active
Network systems such as ANTS [43] download code to In-
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ternet routers to extend their functionality, and must contend
with similar code safety risks.

In the current IrisNet implementation, we assume trust be-
tween the administrator of a sensor host where senselets ex-
ecute and the author(s) of those senselets. This model makes
sense in cases where a single organizational entity adminis-
ters the sensor hosts, and has a formal trust relationship with
the senselet authors.

We believe that techniques applied in the Active Net-
works arena will be useful in evolving IrisNet to a model
where senselets are less trusted by sensor host administra-
tors. Senselets are signed by a trusted authority in IrisNet,
as is the case for router extension code in ANTS. Executing
senselets in a virtual machine (VM) would provide sandbox-
ing, to limit the resources a senselet can consume and the
operations it can execute. ANTS executes packet forwarding
code in a Java VM for similar reasons.

Virtualization comes at the price of execution overhead,
as was found in the evaluation of the ANTS system. How-
ever, senselets should pay minimal virtualization overhead,
because of their compute-intensive (rather than system-call-
or I/O-intensive) nature. A preliminary experiment verifies
this intuition: when running the senselet for the PSF ser-
vice previously mentioned under a User-Mode Linux (UML)
VM [23], we observe a relatively modest 13% reduction in
the senselet’s video processing rate.

6 Prototype Services

We here present two services built on IrisNet, from two very
different application domains.

6.1 Parking Space Finder (PSF)

The objective of the PSF service is to collect information
from cameras installed in parking lots in a metropolitan area
and to allow users to make queries about the availability of
parking spaces. In the interest of having a controlled ex-
perimental environment, our PSF prototype uses simulated
parking lots on a tabletop with toy cars.

Database schema. Figure 7 shows part of the hierarchy used
in our current deployment of the PSF service. The hierarchy
is defined by an XML schema which also includes dynam-
ically changing parking space availability information from
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the SAs as well as static data describing each of the parking
spaces monitored (e.g., meter restrictions on the space).

Senselets. Senselets process the webcam video feeds to de-
termine which parking spaces are empty and send the avail-
ability information to the appropriate OAs. After initial cal-
ibration of the reference background image, the senselet de-
tects the presence of cars by differencing the current image
of the spaces and corresponding background image [36]. All
the image processing tasks are done using the Intel Open
Source Computer Vision (OpenCV) [3] library.

Browser front end. The front end presents a web page on
which the user can specify search criteria such as location,
cost, etc. PSF converts this input into an XPATH query on
the service database to discover matching spaces, and then
uses the Yahoo Maps Service to find driving directions to a
matching parking space from a specified location. The driv-
ing directions to the parking space are displayed and peri-
odically updated with current parking space availability. We
envision that a car navigation system could use this service,
in combination with a GPS input, to provide up-to-date di-
rections as the user nears the destination.

6.2 Network and Host Monitor (NHM)

The NHM service collects data from host and network mon-
itoring tools (which act as sensing devices) running on a
widely dispersed set of hosts, and allows users to efficiently
query that data. Our current prototype of NHM runs on
PlanetLab [34], an open, shared planetary-scale application
testbed consisting of 102 nodes distributed across 42 sites
in three continents: North America, Europe, and Australia.
NHM currently supports a superset of the queries supported
by the currently deployed Ganglia [30] PlanetLab monitor-
ing service, but incurs far less network overhead.

The deployment of NHM demonstrates the ease of author-
ing a service on IrisNet. Although we did not have this ser-
vice in mind while developing IrisNet, we created and de-
ployed the NHM service on 102 PlanetLab nodes with only
1 person-day of effort.

Database schema. The schema for NHM describes the met-
rics to be monitored on PlanetLab nodes and organizes these
metrics into a geographical hierarchy. This hierarchy, part
of which is shown in Figure 8, allows efficient processing
of geographically scoped queries (e.g., find the least loaded
MIT node).

To support historical queries on the monitored data, the
schema uses multi-resolution vectors to store each monitored

metric. These vectors provide higher resolution samples of
recent data than older data.

Senselets. Each PlanetLab node runs an SA. The SA uses
the output of the local Ganglia daemon to create a sensor
feed describing 30 different performance metrics (e.g., CPU
and memory load, bandwidth usage, etc.) for the node. The
NHM service takes these different metrics, translates them
to match the NHM’s XML schema, and periodically sends
the XML to the local OA.

Browser front end. The front end for NHM presents a form
on which the user can specify interest in: sets of PlanetLab
nodes (e.g., all the nodes at MIT), particular metrics (e.g.,
CPU load), and time periods over which the data have been
collected (e.g., last one hour). The front end also allows the
user to type arbitrary XPATH queries on the global XML
database.

Note that it is impossible to make an apples-to-apples
comparison between NHM and Ganglia. For example, Gan-
glia provides exact historical measurement data, while NHM
provides a multi-resolution approximation of that data. Gan-
glia has a single point of failure but can provide historical
data about a currently down node if the central server is up.
NHM does not have any single point of failure, but can an-
swer historical queries about a currently down node only if
the data are cached in other OAs.

7 Experimental Results

In this section we present a performance evaluation of the
IrisNet infrastructure using the two services described in
Section 6. We seek to answer the following four questions:

(1) What are the performance gains in intelligently filtering
at the SAs vs. doing that at the OAs (Section 7.1.1)?

(2) What is the gain of cross-senselet sharing (Section 7.1.2)
and cost of privacy protection mechanisms (Section 7.1.3)?
(3) What is the query response time and bandwidth con-
sumption of a service built on IrisNet (Section 7.2.1)?

(4) How much fault tolerance can be achieved by the IrisNet
replication strategy (Section 7.2.2)?

In our current prototype of IrisNet, SAs are written in C
and OAs are written in Java. OAs use the Xindice XML
database [2]. Senselets for both services are written in C.

7.1 SA Experimental Evaluation

To evaluate SA performance, we use the PSF service, since it
uses real webcam feeds and its senselets perform expensive
image processing tasks. We run SAs on 1.2 GHz and OAs
on 2.0 GHz Pentium IV PCs, all with 512 MB RAM. All
the machines run Redhat 7.3 Linux with kernel 2.4.18. SAs
sample the webcam feed 10 times per second, to support ser-
vices that require up to that frame rate, and write frames into
a shared buffer sized to hold 50 frames. Note, however, that
senselets may choose to sample frames at a lower rate. For
example, the PSF service reads one frame per second.



7.1.1 Processing Webcam Feeds

The PSF senselet processes video frames at the SA at one
frame per second. It requires about 145 ms of processing
time per frame and only a few bytes per second to transmit
the availability information of 6 parking spots to the OA.
An alternative design would be to compress the video data
at the SA, send it to the OA, and process the video frame
there. With this design, the SA would need around 18 KB/s
to transmit the compressed video frame to the OA, which
introduces more network load. Moreover, filtering at the SAs
distributes the computational load over the SAs which are
expected to outnumber the OAs, as multiple SAs may report
to the same OA. These factors suggest that pushing sensor
feed processing to the SAs is a more scalable design.

7.1.2 Effectiveness of Sharing among Services

We now report measurements of the amount of overhead we
introduce by looking up and storing intermediate results in li-
brary functions, and the performance gains we achieve from
sharing across senselets.

The Workload. For the experiments in this section, we use
four different image processing senselets we have developed
using the image processing library provided on SAs. These
senselets perform image processing tasks (e.g., detecting an
empty parking spot, detecting motion, etc.), and constitute a
realistic synthetic workload for SAs. The four senselets all
begin by performing the same sequence of image processing
operations:

e Get current frame — Reduce noise — Convert to gray
They then continue their image processing as follows:

e Parking Space Finder 1 (PSF1): ---
Compare contours — - - -

e Parking Space Finder 2 (PSF2): ---
— Subtract background — - - -

— Find contour —

— Get image parts

e Motion Detector (MD): (read two frames) --- — Sub-
tract images — - - -
e Person Tracker (PT): --- Find Contour — Get image

parts — Subtract background — - - -

The PSF service in Section 6.1 uses the senselet PSF2.

We report the results of four sets of experiments. The
combinations of senselets in each set, and their deadline in-
tervals in seconds are as follows:

[E1] 2 senselets: {PSF1, 1 sec} + {MD, 1 sec}

[E2] 4 senselets: E1 + {PSF2, 1 sec} + {PT, 1 sec}
[E3] 6 senselets: E2 + {PSF1, 2 secs} + {MD, 2 secs}
[E4] 8 senselets: E3 + {PSF2, 2 secs} + {PT, 2 secs}

We average all measurements in this section over 20 30-
minute executions. In all the results in this section, slack is
given as a percentage of senselet’s execution interval and the
optimal size of the shared buffer is defined to be the size just
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big enough to hold all the intermediate results generated by
the workload over the maximum deadline interval (2 secs for
the above mentioned workload).

Overhead of sharing intermediate results. We mea-
sured the execution times for a few typical functions in the
OpenCV API, and the cost of using memoization of inter-
mediate results for these functions. We performed cvCvt-
Color (), cvAbsDiff (), and cvFindContour () opera-
tions on a lightly loaded SA on 20 different 640 x 480 24-bit
images. These typical OpenCV library calls take between 1
and 5 ms to execute. The cost of looking up an intermediate
result in shared memory, failing to find it there, and storing
the freshly computed result in shared memory is 0.02 ms,
less than 1% of the time taken by the original API in most
cases.

The effect of sharing on CPU load. Figures 9(a) and 9(b)
show that cross-senselet sharing significantly reduces the
CPU load on SAs. As expected, the gain from sharing in-
creases as the number of senselets increases, and more re-
dundant computation is saved by result reuse. The graphs
also show the ideal CPU load which is computed assum-
ing that no two tuples with the same lineage and timestamp
are ever generated. However, in IrisNet, a result computed
by one senselet may be evicted from the fixed-size TS and
shared memory before it is needed by another senselet, and
thus must be computed again. Also, if a senselet working on
the current frame misses its deadline and is scheduled later,
it may not find a tuple fresh enough to use, even though it
could have used the tuple if scheduled within the deadline.
The likelihood of these occurrences increases with the num-
ber of concurrent senselets, as at higher CPU loads, sense-
lets requiring the same tuple may be scheduled to execute
far apart in time from each other. This explains why the load
with sharing in IrisNet is higher than the ideal load, and why
the gap between the two curves grows with the number of
concurrent senselets.

We note that the performance gap between sharing and
the ideal case can be reduced by using greater slack values
on senselet deadlines or larger shared memory buffers. Fig-
ure 9(a) shows that the CPU utilization under result shar-
ing approaches the ideal CPU utilization as the slack value
increases. Greater tolerance of older results increases the
likelihood of finding an intermediate result with a timestamp
falling in the desired window. Figure 9(b) reveals that as
the shared memory size increases, the performance of shar-
ing again approaches the ideal case, as shared memory holds
progressively more results for later re-use.

The effect of sharing on missed deadlines. As described
in Section 5.1, senselets exhibit soft real time behavior by
dynamically adjusting the length of the period they sleep be-
tween two successive rounds of processing. However, be-
cause the SAs do not run under a real-time OS, scheduling
of SAs may become unpredictable at high CPU loads, such
that senselets miss more deadlines. Figure 9(c) show how
the number of missed deadlines increases with the number of
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rates.

concurrent senselets. Without sharing, the SA host becomes
overloaded quickly and senselets miss more and more dead-
lines. Cross-senselet sharing significantly reduces missed
deadlines by shedding redundant CPU load and re-using tu-
ples computed previously to meet deadlines.

7.1.3 Privacy Protection Overhead

To evaluate the potential overhead of the privacy-protecting
filter, we constructed a filter using the OpenCV face detec-
tor. The filter detects all human faces in a video frame and
replaces them with a gray rectangle. We measured the effects
on three different untrusted senselets, each requiring differ-
ent amounts of processing time per frame. We modified the
PSF senselet into Parking 1, 2, and 3 senselets, which in-
clude multiple calls to a camera calibration function for each
frame. We deliberately chose this compute-intensive func-
tion and disabled sharing to illustrate the effects of flow con-
trol.

The first bar of each group in Figure 10 shows the frame
rate of each component when they run concurrently and
without any flow control. They are scheduled using the de-
fault Linux process scheduler. Because there are four con-
current processes running, the frame rate of each component
running individually is four times of what is shown in the
graph. With no flow control, the face removal filter runs at
0.44 fps while Parking 1 runs at 0.25 fps. The filter is wast-
ing 43% of its work. After adding flow control between the
face filter and the senselets, the face filter’s frame rate drops
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to 0.30 fps, while Parking 1’s frame rate increases to 0.28
fps. We see a 12, 16, and 14 percent increase in frame rates
for parking apps 1, 2 and 3, respectively. As expected, the
CPU time given up by the filter is evenly distributed among
the senselets.

7.2  OA Experimental Evaluation

To understand how IrisNet’s query execution performs with a
wide-area service, we use the NHM service since it has been
deployed on a large set of nodes in the Internet. The NHM
service we use in this section uses the hierarchy shown in
Figure 8. The nodes in the hierarchy are distributed among
OAs running on 102 PlanetLab nodes across three conti-
nents. Every OA owns the leaf node corresponding to the
host PlanetLab node and possibly a few non-leaf nodes in the
hierarchy. For brevity, we here omit the complete mapping
of non-leaf nodes in the hierarchy to the OAs. To achieve ro-
bustness against PlanetLab node failure, each site-level node
in the hierarchy has one primary and one secondary replica.
The primary replica is placed in a geographically optimal
OA. For example, the primary replica of the site-level node
MIT is placed in one of the PlanetLab nodes at MIT, whereas
the secondary replica is placed in some random node outside
MIT. Similarly, each region-level node in the hierarchy has
two primary and two secondary replicas. Finally, the root
node in the hierarchy is replicated in five geographically dis-
persed PlanetLab nodes.

We consider four different classes of queries: global (Q,),
region-(Q,), site-(Qy) and node-level (Q,) queries, involv-
ing all the nodes, all nodes in a region, all nodes in a site
and a specific node respectively. We use the following two
different workloads to evaluate the query response time and
communication overhead.

e Synthetic: The workload consists of 1000 instances of
all possible queries of the class. For this workload, we
consider two types of queries: historical queries ask
for data monitored over the last years, and latest-value
queries ask for the most recent monitored data.

SNHM supports historical queries over smaller periods of time, e.g., last
one hour.




100 o =gy
X H ¥ LIS £
90 *a ¥ A e L
g * [ ] @ 4
- * [ 4
8 B % I R
BX * [ 4 Lo 4
70+ o f  m s i
o * LI 3 4
L ox * 4 i
8 ok ok m eh i
5 ox * i er 4
S 50 B * . es i
g i * " e 4 4
® 40 | o * e & 4
mx * " e A A
(a3 * m . IS 4
30 ox x & e 4 4
ox X & e 4 4
20 mx ¥ _m e A +
o) x w [ & I
ox ¥ W . 4 4
10 |- L ¢ 4 £
M xT W . 4 A
CCT n 1 o A 1A

1000 10000 100000

Response Time (ms)
Figure 11: Response times for different classes of queries
(using synthetic workload); hist denotes historical queries;
curr denotes latest-value queries

0
100

e Ganglia: We derive a workload from the Ganglia web
server log, which lists all user-requests from 8-7-2002
to 2-26-2003. The log consists of 90014 queries of
which 4015 are of class Q,, and the rest are of class Q.
The queries in this log are all historical queries with dif-
ferent time periods. Since this workload is very sparse
(0.31 queries per minute), and we want to see how
NHM performs under a higher query rate, but a similar
query distribution, we compress the overall timescale of
the Ganglia log. For example, to simulate 10 times the
query rate, we assume that two queries 10 seconds apart
in the original Ganglia log appear 1 second apart in the
compressed log.

7.2.1 Query Execution

Response Times. Figure 11 shows the distribution of re-
sponse times for different classes of queries. The average
response time for historical queries is more than that for
latest-value queries. This is due to the extra processing and
communication overhead for retrieving and post-processing
historical data. The average response times for Q,, queries
are on the order of milliseconds and those for Qg and Q,
queries are on the order of seconds. Only the historical Q,
queries have response time longer than 10 seconds, which is
still reasonable considering the amount of information pulled
(around 3MB total) from a large number of nodes.

Figure 12(a) demonstrates the effectiveness of caching
in reducing response times. The average response time to
queries from the Ganglia log is slightly less than 2 sec-
onds. However, with caching, response time decreases sig-
nificantly and goes below a second at a query rate of more
than 12 queries per minute. This is due to the fact that under
the increased query rate, more and more queries are served
from the starting point OAs in the hierarchy without requir-
ing the data to be pulled from the other OAs containing the
descendant nodes.

Bandwidth Consumption. In Figure 12(b), the three curves
Ganglia-5, Ganglia-15 and Ganglia-60 show the net-
work bandwidth consumed by Ganglia on PlanetLab, with
a 5-, 15- (default value used by Ganglia) and 60-second

polling interval. Ganglia-15 data has been taken from [30],
while the data for Ganglia-5 and Ganglia-60 have been
extrapolated from Ganglia-15 data. As the figure shows,
Ganglia on Planetlab consumes more than 6 Kbps per node.
Under the same query rate and distribution, NHM incurs two
orders of magnitude less network overhead®.

Figure 12(b) also shows the result of replaying the Gan-
glia log in NHM and summarizes how the network band-
width consumption increases with query rate. Our single-
threaded front end can answer 30 queries per minute on av-
erage’ (which is 100 times more than the query rate in the
Ganglia log), and even at that rate NHM consumes less band-
width than Ganglia. Extrapolating the curves in Figure 12
shows that NHM can support as many as 120 queries per
minute while consuming less network bandwidth than Gan-
glia on PlanetLab. This shows the potential advantage of a
pull-based system like NHM.

The effectiveness of caching is evidenced by the the re-
duction of slope of the bandwidth curve in Figure 12(b). The
benefit of caching increases with load for the same reasons
that response time improves.

7.2.2 Fault Tolerance

To evaluate the effectiveness of the replication strategy dis-
cussed in section 4.4, we use the metric queryability. Let
L, be the total number of non-faulty leaf nodes specified by
a query workload. Since queries are propagated from the
starting point OAs down to the leaf OAs (OAs containing the
leaf nodes), in the presence of faulty OAs, all the L, nodes
may not be included in the responses. Let L, denote the to-
tal number of leaf nodes actually present in the responses
(Lqs £ Ly). Then the queryability of an OA hierarchy for
the given query workload is given by the ratio L,/L,. In-
tuitively, the greater the ratio, the more fault-tolerant the OA
hierarchy.

Figure 12(c) shows how the queryability of NHM’s OA
hierarchy decreases as the fraction of faulty OAs increases.
The figure assumes uncorrelated OA failures, but since one
OA may contain multiple nodes in the hierarchy, failure of an
OA renders all the nodes owned by that OA unreachable by
a query. Each point in the graph denotes the average querya-
bility of 50 different random combinations of the same num-
ber of faulty OAs. The graph shows that even the simplest
static replication strategy used by NHM provides very high
queryability (> 0.99) in the presence of a reasonable number
of faulty OAs (< 10%).

The presence of faulty OAs may degrade response time
because a faulty OA may be tried first before a message is
sent to a non-faulty OA, and the chosen non-faulty OA may
be in a geographically non-optimal location. However, our

6 Although NHM collects measurement data from the Ganglia daemon,
each SA uses only the part of the Ganglia output related to its host. NHM
could have collected the data locally. Therefore we do not charge NHM
with the network traffic that Ganglia introduces for monitoring the whole
cluster.

"IrisNet can support, e.g., through multiple front ends, a higher query
rate, since many simultaneous queries are disjoint to each other.
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experiment shows that this degradation of response time is
minimal. For example, each time a query is routed through a
secondary replica, it incurs a penalty of about 500 ms.

8 Related Work

In this section, we explore related efforts in the following ar-
eas of work: Internet services, Active Networks, sensor net-
works, distributed databases, and video surveillance. Note
that while each of these related efforts addresses a subset of
the issues in creating sensor services, only IrisNet provides
a complete solution for enabling such applications.

Internet Services. A number of different efforts, e.g., [42,
40, 4, 16] have developed frameworks for simplifying the
development of scalable, robust Internet services. In general,
these projects target a lower level of the architecture than
IrisNet. They concentrate on issues that are generic to all
Internet services, such as load balancing, resource allocation
and network placement. In contrast, IrisNet addresses issues
that are unique to services that need to collect vast amounts
of data and process queries on the data. In this way, IrisNet
is largely complementary to these previous efforts and could,
in fact, be implemented using these frameworks.

Active Networks. The Active Network architecture [43]
shares much in common with our SA design. In both sys-
tems, a shared infrastructure component (routers and SA
hosts) is programmed by end-users and developers to create
a new service. However, the differences between the target
applications of packet forwarding and sensor data retrieval
result in significant differences in the requirements for Ac-
tive Networks’ code capsules and IrisNet’s senselets. In or-
der to protect the resources of the router, capsules need to
complete execution quickly, typically before the arrival of
the next capsule. Capsule code is also limited to using soft-
state at the router across invocations. In contrast, the very
purpose of senselets forces them to be long-running and store
hard state. Another important difference is that capsule code
is fetched on demand (and cached) upon arrival of a packet.
This fact and resource constraints force capsule code to be
relatively small. The loading and execution of a senselet is
performed once—upon the initialization of the sensor ser-
vice. In general, the programming environment of SAs is far
less constrained than that of capsules.

Sensor Networks. Sensor networks and IrisNet share the
goal of making real world measurements accessible by ap-
plications. The work on sensor networks has largely con-
centrated on the use of “motes,” small nodes containing a
simple processor, a little memory, a wireless network con-
nection and a sensing device. Because of the emphasis on
resource-constrained motes, earlier key contributions have
been in the areas of tiny operating systems [22] and low-
power network protocols [26]. Mote-based systems have
relied on techniques such as directed diffusion [21] to di-
rect sensor readings to interested parties or long-running
queries [9] to retrieve the needed sensor data to a front-

13

end database. Other groups have explored using query tech-
niques for streaming data and using sensor proxies to coordi-
nate queries [27, 28, 29], to address the limitations of sensor
motes. None of this work considers sensor networks with in-
telligent sensor nodes, high-bit-rate sensor feeds, and global
scale.

Distributed Databases. The distributed database infrastruc-
ture in IrisNet shares much in common with a variety of
large-scale distributed databases. For example, DNS [31]
relies on a distributed database that uses a hierarchy based
on the structure of host names, in order to support name-
to-address mapping. LDAP [41] addresses some of DNS’s
limitations by enabling richer standardized naming using hi-
erarchically organized values and attributes. However, it
still supports only a relatively restrictive querying model.
Harren er al. [20] have investigated peer-to-peer databases
that provide a richer querying model than the exact-match
queries supported by existing DHT systems, to limited suc-
cess (significant hotspots in storage, processing, and rout-
ing were reported). DHT-based databases are more robust
than the replicated hierarchically-based approach we pro-
pose, but are less well suited to leveraging XML and the
hierarchically-scoped queries typical in sensor services. Dis-
tributed databases supporting a full query processing lan-
guage such as SQL are a well-studied topic [38], with the
focus on supporting distributed transactions or other consis-
tency guarantees (c.f. [37, 18, 35, 7, 25, 8, 10]). None of the
previous work addresses the difficulties in distributed query
processing over an XML document. There is also consider-
able work on query processing over a federation of hetero-
geneous databases [38], dealing with issues such as incom-
patible schemas. These issues do not arise in our current
architecture, because the service author defines the schema
for an entire service.

Video Surveillance. The use of video sensors has been ex-
plored by efforts such as the Video Surveillance and Mon-
itoring (VSAM) [11] project. Efforts in this area have con-
centrated on image processing challenges such as identifying
and tracking moving objects within a camera’s field of vi-
sion. These efforts are complementary to our focus on wide-
area scaling and service authorship tools.

9 Conclusions

We have described the design, architecture, and imple-
mentation of IrisNet, the first general-purpose software in-
frastructure for enabling sensor-enriched Internet services.
With IrisNet, a strikingly simple service specification de-
fines all IrisNet needs to create an efficient, highly dis-
tributed Internet service. We presented novel techniques for
data partitioning, distributed query processing, fault toler-
ance, service-specific sensor feed processing with sharing,
and privacy-protecting image processing—all tailored for
sensor-enriched services. Finally, we reported on a perfor-
mance evaluation of IrisNet running two very different ser-
vices, demonstrating the effectiveness of IrisNet’s features in
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Figure 12: Plots showing the results of replaying the Ganglia log.

reducing network bandwidth, increasing sensor processing
throughput, tolerating faults, and reducing query response
times. For example, using an IrisNet-based tool to moni-
tor PlanetLab instead of Ganglia reduced the network band-
width of a real-world workload by two orders of magnitude,
while providing 1-second response times.

Our ongoing research includes improved resource discov-

ery

mechanisms, additional real-world services (e.g., we are

currently working with a team of oceanographers to deploy
IrisNet along the Oregon coast, to detect and analyze sand-

bar
and

formation, riptides, etc.), additional privacy mechanisms,
integration with smart dust sensors.
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